
Recipient-Accountable Private Personal Data
(RAPPD)

Yuan Kang, Allan Schiffman, Jeff Shrager

Columbia, CommerceNet, Stanford

May 17, 2014

1 Challenges for the user

2 What RAPPD does

3 How RAPPD works

1 / 13



Unclear Privacy Assumptions

Ask and you shall receive.

1 Implicit

2 One-size fits all

3 Context-dependent

Trust but verify.
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Why Johnny (Inc.) Won’t Encrypt

Recipient can refuse to setup system.

1 Service sign-up

2 Software Installation

3 Large, inflexible organizations
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No Reading Allowed
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No Reading Allowed

Confidentiality Notice: This email message, including any
attachments, is for the sole use of the intended recipient(s) and
may contain confidential and/or privileged information. If you are
not the intended recipient(s), you are hereby notified that any
dissemination, unauthorized review, use, disclosure or distribution
of this email and any materials contained in any attachments is
prohibited. If you receive this message in error, or are not the
intended recipient(s), please immediately notify the sender by
email and destroy all copies of the original message, including
attachments.
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The CC Connection
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RAPPD Features

1 Clear privacy expectations: Expressed digitally and graphically

2 Usage accounting:

1 First recipient always tracked
2 Support tracking of secondary recipients

3 No extra setup: Uses existing web technologies
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RAPPD Architecture
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Sending
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Receiving
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Auditing
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Forwarding
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Proxied Reply
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Recipient-Accountable Private Personal Data
(RAPPD)

Ask, and you might receive.

Trust but verify.
Record and audit.
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